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Introduction

BLE gateway is mainly used for communicating with devices with BLE function,
and uploading device data to the cloud, or download cloud data to device.

Devices requirements:
» Bluetooth 5.0/4.0/4.2/4.1 and newer, e.g. BLE sensor, iBeacon/Eddystone beacon, smart wristband,
smart heart rate band.

= Not support traditional bluetooth(BLE3.0/2.0) devices like bluetooth speaker, bluetooth headset

Features for KGateway outdoor

Water proof-IP54/Sun proof

BLES.O Long distance Feature

BLE distance: > 300 meters in open space

Open protocok Local server or HTTPS/MQTT to cloud

>

>

>

>

> Bi-directionsh renss nd senas

>  Configuration: Web portal and phone protal

> Transmit EVH/WIf/Wifi-hopping or ush extend(3G4G module)

> Power: 5V DC or EVH PoE(802.3s7)

> Baseon latest OpenWrt 18.29

> BLE chips nRFS2840/Ti CC2640 R2F

> With 348i flexible FPC antenns

> Upto300Mbps PHYdatarate > Supports fismware upgrade Over-the-Alr
> Builitdn RTC and NTP support > Supports remote configuration
> ZT2R 24GHz frequency band >  POE status LED indicator

> IEEESO2.V1b/g/n > Data usage monitoring

> Supports 802.3af Pok standard

Features for KGateway indoor

Slim design, easy to install on reof/wall

BLES.O Long distance Feature

BLE distance: > 300 meters in open space

Open protocel: Local server or HTTPS/MQTT to cloud

>
>
>
>
> Bi-directionsh renss nd sens ooty
>  Configuration: Web portal and phone protal
> Transmit ETH/WIH/WIfi-hopping or ush extend(3G/4G module)
> Power: 5V DC or ETH PoE@02.340)
| > Base on lutest OpeniWirt 18.29
> BLEchip: nRPS2832
> With 348 fleadble FPC antenna
> Upto 300 Mbps PHY data rte > Supports firmwere upgrade Over-the-Alr
> Bulitdn RTC and NTP support > Supports remote configuration
> 2T2R 24GHE frequency band > POE status LED indicator
> IEEESO2.11b/g/Mm > Duta usage monitoring
> Supports 802.3af PoE standard
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Specifications
BoTo1  |mem T Deserption |
BG-NRO1 it e
Scanning ability | :fa?m;ﬂ second (Ti R2F)
= BLES.O: > 300 meters
‘Wireless distance = BLE4.0/4.1/42 > 100 meters
(depends on
1 -
Transmitting wey :wn
-USB (For 3G/4G dongle)
Transmitting protocol :W
Installation way -Screw
Waterproof/Dustproof | -IP54
Size =173*90*45mm
Materal - ABS

Specifications
poNrny [T
Power -DC5V
Scanning abllity = > 240 beacon per 1 second
BLEA.0/BLEA.1/BLE4.2/BLESO > 300m
Wireless distance (with amplifier)
(depends on environment)
~ETH RM5
[ Trrsmitigwey | "
-USB (For dongle)
Transmitting protocol :%
Installation weay ~Screw
Waterproof/Dustproof | -NA
Size ~165*16525mm
Materlal - ABS

Architecture

Connect the BLE device to cloud
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What is BLE5.0

BLES.0 release at 2017H1, The BLES.0 protocol is mainly for 10T Sc 10, for example, long
distance, high data, extend packet.

Feature BLE4.0 BLES.O Supported chip
Long » Wbps GFSK » WMbps GFSK, Compatible with BLE4.0 - TICC2640R2F
Tz > 2Mbps GFSK (New) - nccee

> SO2 GFSK(New) =. Nordic NBF32840
» 508 GFSK {New: 4x long distance than BLEAO
DataRate  » 1Mbps » 2Mbps(The same data transfer ime is % - T CC2640R2F
(l-ighest as BLE4.0, and will be more lower power  _ mm
SM - Nordic NRF52840

Some Bluetooth GW claim to support Bluetooth 5.0, but do not support Long distance feature

1. Opening Design

KBeacon gateway is not just an BLE sniffer/scanner. 's an open platform to make your 10T device
easily connect to cloud.

All the interface are opening for third part.

- Support third part BLE device connect to the dioud via BLE GW;
- Support third part MQTT/HTTPS server;

- &watyulmhmmmﬂ.EGW‘
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; Open API Example: Down data from cloud to Beacon

Downioad JSON data example:
{modify the beacon adv period to 1000 and Tx
|_°""_|-—]' [EEC) I_mu_l LTJ ""'""‘r'n'“)
E»wmtw
o)
2.Find device and 31" ‘Fassworat,
conmecied (o it W“w‘
- 1000,
3. Dowsiond dafn m"‘g"
a4 A !
]
| Download HEX data o beacon
{

“msg” eIy
:Wnt" “e44532136100",
Support JSON data and hex data type to beacon ;:z‘-mw

el
dat 'olmomwm

2. BLE device security

1. To ensure that the devices and gateways are not lllegally connected. BLE Gateway and
device using Bi-directional MDS with random authentication.

1.Verify device valid(MDS)}

A

2. Verify BLE GW vald(MD5)
50 >

3. Tt/Rx data

A
A

3. Configuration Ul

AStatus  SNamork  BSanvice  COthars  Logo

Support Web portal configuration,
for example: chrome explore

= No need to install app e R

EAP CONFIGURATION
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3. Configuration Ul: filter device

Multiple filtering methods
v Can filter by mac address
= for example, set o OxDD33 to

filter all beacon procedure by
KKM

v filter by services ID
= for example, set to OxFEAD o
filter ESL type beacon

3. Configuration Ul : HTTPs

The gateway suppoarts transmitling
via HTTPS
» Server URL
» Device authenfication
¥ Client Cert
+ Client Key

4. BLES.0 long distance test

o n iBeacon is here
EREFEE - n e . B
" AAOTETN
‘—";—’-/ Max Ble4.0 distance
.a P
| 2 SR
o PET TR
e a5fry I Max dist: when
PLET] e in BLE5.0 1M GFSK
e g i | Mode
. / &'
2 Max distance when
% in BLE5.0 SO8
/ GFSK Mode
g “'.k__' E)
Bi’&lﬂ.l IWN

VYV VV VWV . UVLIOUVIULIVIID.VU..U
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Usage scenario—connect KESL to cloud

Apphcation of elactronic shelf labals
. Internet 1008 "\@
T ,,,,N Cibast maragerant
¥ -
- : o

R O T

ESL Price Tag connect by wireless e

Usage scenario— KesL

l r - Bluetooth5. 0 KESL

Power -CR2450%2

= Outdoor around 150 meters
= Indoor around 30-50 meters
(depends on ervironment)
Screen Size =29Inch

Work time > 3 yeas, 3 times refresh/day

Size - 934%45*11.9mm
Material = ABS

Usage scenario—Indoor navigation

Use for staff or asset location indoor; &
Scanning the broadcasting of BLE Iabel or [‘

wristband; \{; =
Uploading to cloud via MQTT.

ot %;

Usage scenario —--IOT sensor

Connecting all kinds of sensor fo cloud; e

Scanning the BLE broadcasting ' ” r.q
of temperature/heart rate/ - AWt g TTY -
blood pressure devices then upload them

fo cloud via MQTT.

BLE gateway for 10T sensor
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